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I.

Introduction

This document describes procedures for researcher access to NHATS Restricted Data files. These are data fields or data
files that require additional protections to minimize risks of identifying participants. Access to these data is restricted to
qualifying researchers who fulfill the additional requirements for restricted data access. Restricted data include
information collected by NHATS, such as geographic data, as well as data that have been linked to the NHATS sample, such
as Medicare data.
Each application for access to Restricted Data will be reviewed by NHATS for conformance with the requirements
outlined in these materials.
Questions regarding the application process may be sent to: nhatsdata@westat.com. Please use the subject heading:
Restricted Data Question
II.

Outline of Requirements for Restricted Data Applications

II.A. Requirements of Applicants
To be eligible to receive NHATS Restricted Data, an investigator must:
1) have a PhD or other terminal degree (e.g. MD; MPH) and hold a faculty appointment or research position at a
U.S.-based university or research institution,
2) be affiliated with an Institution with a DHHS-certified Human Subjects Review Process, and
3) be a current recipient of research funds from a federal agency. Funding from other sources, such as
foundations that support research on aging and disability, will be considered on a case by case basis.
The institution with which the researcher is affiliated must have obtained a Federalwide Assurance (FWA) from the Office
for Human Research Protection (OHRP) of the Department of Health and Human Services (DHHS)
http://www.hhs.gov/ohrp/assurances/assurances/filasurt.html.
Only persons with permanent, faculty-level (or
equivalent research) appointments at such institutions may receive NHATS Restricted Datasets. Under the DHHS human
subjects protection regulations (45 C.F.R. 46.103), every institution engaged in human subjects research that is funded or
conducted by DHHS must obtain an FWA.
The applicant (the "Restricted Data Investigator" in these documents) must be a current recipient, as a Principal
Investigator or Co-Principal Investigator, of research funds from an agency of the United States government, or from
another funding source approved by NHATS. The primary sanction available to NHATS for violations of the Restricted Data
Use Agreement by researchers, is notification of the violations (through the National Institute on Aging) to the appropriate
United States government funding agency or other funding organization, with a possible recommendation of termination
of current, and denial of future, research funding to the investigators. Institutions with whom the researcher is affiliated
will be notified as well.
If you do not have United States government funding at the time you begin the process of applying for access to NHATS
Restricted Data, but are applying for funding for the purpose of using the Restricted Data, all aspects of the application
process except contract signing and proof of a federal research award, can be completed pending a decision on funding.
NHATS is willing to provide a written statement to accompany your funding application that, on the basis of the materials
you have provided to date; you will receive the Restricted Data after completion of the contractual conditions.
II.B. Application Process
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Applying for NHATS Restricted Data requires the following steps:
1) submit the required forms and documents to NHATS for approval,
2) once NHATS approval has been obtained, submit the Data Protection Plan and Research Plan to the Restricted
Data Investigator’s Institutional Review Board/Human Subjects Review Committee,
3) following IRB/Human Subjects approval at the Restricted Data Investigator’s institution, submit to NHATS the
Certification of Human Subjects Review form, which documents certification of the Institutional Review
Board/Human Subjects Review Committee and approval of the Data Protection Plan and Research Plan, and
4) if the restricted data being requested are CMS data linked to NHATS, follow the procedures for both NHATS and
CMS approval.
Step 1: submit the following forms and documents to NHATS (see Section V. Forms):
• Checklist for Application Forms
• Investigator Information Form
• Data Protection Plan (and portions of Research Plan that deal with respondent confidentiality)
• Research Plan
• Copy of award letter documenting research funds from an agency of the U.S. government or request for
approval of alternative funding source and evidence of funding
• 2 signed copies of the NHATS Data Use Agreement for Restricted Data
• Supplemental Agreement with Research Staff (if applicable)
• CMS Data Request Form (if applicable)
• Geographic Data Request Form (if applicable)
• Metro-Nonmetro File Request Form (if applicable)
• Restricted Tracker File Request Form (if applicable)
• Hospital Referral Region Data Request Form (if applicable)
Forms should be downloaded, completed and signed, and submitted by email as PDFs to nhatsdata@westat.com.
Please use the subject heading: Restricted Data Application.
Step 2: NHATS will review the documents submitted. Any questions, or needed revisions, will be communicated to the
Restricted Data Investigator. Once NHATS approves the application, the investigator will be instructed to submit the Data
Protection Plan (and any portion of the research plan that deals with respondent confidentiality), and the Research Plan
to the investigator’s Institutional Review Board/Human Subjects Review Committee.
Step 3: the chairperson of your institution's Institutional Review Board/Human Subjects Review Committee (IRB/HSRC)
s h o u l d c o m p l e t e t h e Certification of Human Subjects Review (see Section V. Forms). The institution’s FWA number
should be recorded on the form and the chairperson must certify that the IRB/HSRC has reviewed and approved your
Data Protection Plan (and the portions of your Research Plan that deal with respondent confidentiality) and your
Research Plan using standards used for live human subjects. No abbreviated review, or lower standards, such as those
sometimes used for "secondary data analysis", may be used. A memo explaining the type of human subjects review that
is being requested and the reasons for it is provided for use by Investigators as needed (see Section V. Forms). Note that
if you are requesting CMS data files linked to NHATS, you must obtain a HIPAA waiver as part of your IRB/HSRC review.
Because the IRB/HSRC review at your institution must include the Research Plan and Data Protection Plan that have
been approved by NHATS, you should not submit your proposal for IRB/HSRC review until you have received approval
from NHATS.
The Certification of Human Subjects review form should be submitted to nhatsdata@westat.com using the subject line:
Restricted Data application IRB approval. Upon receipt NHATS will return a signed copy of the NHATS Restricted Data Use
Agreement to the Restricted Data Investigator (the other signed copy will be retained by NHATS). This document is the
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contractual agreement between the investigator, the investigator’s receiving agency, and Johns Hopkins University.
Restricted data will be shipped by federal express to the investigator on CDs that are password protected.
Step 4. If an investigator is requesting:
• geographic data files linked to NHATS, go to Step 4.A.
• CMS data files (claims/assessments and Part D) linked to NHATS, go to Step 4.B.
• Hospital Referral Region (HRR) linked to NHATS, go to Step 4.C.
• Metro-Nonmetro files linked to NHATS, go to Step 4.D.
An investigator who wishes to request both geographic data files linked to NHATS and CMS data files for separate analyses
must submit separate applications for each use and follow the additional procedures in Step 4.E.
See the table below for which data files can be linked together for the same analysis.

CMS
claims/assessment
data
CMS Part D data
Geographic data
Metro-nonmetro
files*
Restricted Tracker
File
HRR data

CMS
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May NOT be
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May be linked

May be linked

May be linked
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May be linked

May NOT be
linked
May NOT be
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May NOT be
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May be linked

May NOT be
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May NOT be
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--

May be linked

May be linked

May be linked
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May be linked

May be linked

May be linked

May be linked

May be linked

May be linked

--

May be linked

May be linked

May be linked

May be linked

May be linked

May be linked

--

*A dichotomous urban-rural indicator is available as a public use file and may be linked to any restricted file.
Step 4.A. for geographic data files linked to NHATS: Investigators who request geographic data must complete the NHATS
Geographic Data File Request Form and submit it with all other required restricted data documents. Data files are available
for each round of NHATS data collection. Once an NHATS DUA has been executed, the password-protected geographic
data files will be shipped on CDs to the investigator. Once receipt of the CDs is acknowledged the password will be
transmitted.
Files: Geographic data are available for:
• NHATS participant’s city, state, county, and census tract of residence (each round)
• Information on city and state where person was living at the age of 15 and the country of birth if born outside of
the United States (baseline round e.g. Round 1 or Round 5)
• City and state of residence for spouse/partners, children, and household members (each round)
Note that the NHATS Restricted Data Use Agreement does not permit publishing or distributing results at geographic levels
below Census Division. Some circumstances involving reporting state-level data may be considered (for more details see
the NHATS Restricted DUA). To make such a request, email nhatsdata@westat.com and use the subject line: NHATS
geographic data review.
If planning to request CMS claims for a separate analysis, see Step 4.E.
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Step 4.B. for CMS data files linked to NHATS: For investigators who request CMS data, once an NHATS DUA has been
executed, the investigator will apply for a DUA through ResDAC. ResDAC will work with the investigator to complete the
DUA and submit the request to the CMS Privacy Board. NHATS will provide a letter to be submitted to ResDAC documenting
that NHATS has approved the application (the letter will indicate whether the request is to obtain data or for reuse of
data). After approval, a CMS DUA will be executed, an invoice for payment will be issued, and upon receipt of payment,
data will be shipped to the investigator. A copy of the CMS DUA should be submitted to NHATS. Upon receipt of the CMS
DUA, a crosswalk to link the CMS records with the NHATS sample person will be shipped on CDs to the investigator. The
flowchart below shows this process.
RESEARCHER
NHATS DUA application
for CMS linked files

CMS
approved

NHATS

CMS DUA application
for NHATS linked files
Copy of CMS DUA
submitted to NHATS

approved

Crosswalk of CMS ID to
NHATS SPID sent to
researcher

NHATS linked files
with CMS ID sent to
researcher

CMS claims and assessment files: For the 2011 baseline cohort and the 2015 replenishment cohort (2011 continuing
sample and 2015 new sample) retrospective packages are available with both current and prior year files as shown in
Table 1. Annual files are available for the baseline cohort for 2012 through 2014. Annual files are available for the
replenishment cohort starting with 2016. To obtain 2015 files for the baseline cohort, the 2015 retrospective package
should be requested.
To request CMS NHATS linked claims/assessment files, the CMS Data File Request Form in Section V. should be
submitted to NHATS. Pricing information for the retrospective package and annual files can be obtained by contacting
nhatsdata@westat.com. Please use the subject heading: NHATS CMS claims files pricing.
Table 1. CMS linked claims and assessment files

Contents

Master Beneficiary Summary File: Base A/B/D/
Segments
Master Beneficiary Summary File: Chronic Conditions
Segment
Master Beneficiary Summary File: Cost & Utilization
Segment
Inpatient Hospital Services
Skilled Nursing Facility Services
Carrier File

Retrospective
package for
2011 cohort
(initial sample)

Annual files
2011 cohort:
2012 – 2014

Retrospective package
for 2015 cohort
(continuing initial
sample & new sample)

2006-2011

2015 cohort:
2016, 2017
X

2006-2011

X

2010-2015

2006-2011

X

2010-2015

2006-2011
2009-2011
2009-2011

X
X
X

2010-2015
2013-2015
2013-2015

5

2010-2015

Outpatient Services
Hospice Services
Home Health Agency Services
Durable Medical Equipment
Minimum Data Set 2.0
Minimum Data Set 3.0
Oasis (renamed HHA Assessment Summary in 2012)
IRFPAI

2009-2011
2009-2011
2009-2011
2009-2011
2009-9/30/2010
9/30/2010-2011
2009-2011
NA

X
X
X
X
--X
X
X

2013-2015
2013-2015
2013-2015
2013-2015
NA
2013-2015
2013-2015
2013-2015

CMS Part D files: Part D linked files are shown in Table 2. To request CMS NHATS linked Part D Data Files the CMS Data
File Request Form in Section V. should be submitted to NHATS. Pricing information for the annual Part D files can be
obtained by contacting nhatsdata@westat.com. Please use the subject heading: NHATS CMS Part D files pricing.
Table 2. Part D data files
Part D Files
Retrospective
package
Part D Event File and Drug Characteristics File

2009-2011

Annual Files
2011 cohort:
2012-2014
2015 cohort:
2016, 2017
X

Retrospective package for
2015 cohort (continuing
initial sample & new
sample)
2013-2015

Other information for researchers requesting CMS NHATS linked files
• Linked claims and assessment files without geographic information or provider identifiers (geography and provider
de-identified) will be provided to most researchers. Researchers requesting files with provider IDs (geography deidentified) must submit a justification for this request, which will be reviewed by NHATS.
• Students with federal dissertation grant funding who plan to request the CMS NHATS linked files or Part D linked
files should contact NHATS regarding procedures and prices at nhatsdata@westat.com. Please use the subject
heading: Student dissertation grant linked files procedures.
• The CMS standard reuse procedures and charges apply. See https://www.cms.gov/Research-Statistics-Data-andSystems/Computer-Data-and-Systems/Privacy/DUA_-_new.html. The NHATS approval letter will indicate if the
application is for reuse of data obtained earlier.
• If planning to request the geographic data in addition for a separate analysis, see Step 4.F.
Step 4.C. for HRR files. Files linking the NHATS Sample Person’s place of residence to Hospital Referral Regions
developed by the Dartmouth Atlas of Health Care also are available. These annual files can be requested with either
CMS or NHATS geographic restricted data files. For more information on how the HRRs were developed go to
https://www.dartmouthatlas.org/data/.
Step 4.D for Metro-Nonmetro files. These files link the NHATS Sample Person’s place of residence to the 2013 RuralUrban Continuum Codes (RUCC). The annual files can be requested with NHATS geographic restricted data files or HRR
files. For more information on the Rural-Urban Continuum Codes (RUCC), go to https://www.ers.usda.gov/dataproducts/rural-urban-continuum-codes/.
Step 4.E. for Restricted Tracker files. Files linking the NHATS Sample Person’s date of interview are available on a
restricted tracker file. These files can be requested with either CMS or NHATS geographic restricted data files.
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Step 4.F. additional requirements for requesting geographic data files and CMS data files for separate analyses. NHATS
will allow investigators to apply for both files for separate analyses, provided the following requirements are also met.
Note that these procedures must be followed if any investigator (not just the PI) wants access to both the geographic and
CMS files.
• A separate application must be submitted for each type of file. All procedures for requesting geographic
data files (step 4.A.) and requesting CMS data files (Step 4.B.) must be followed.
• Provide evidence in the research plan for each that the CMS data files linked to NHATS and the geographic
data files linked to NHATS will be used for separate, unrelated analyses.
• Provide evidence in the data protection plan for each that the CMS data files linked to NHATS and the
geographic data files linked to NHATS will reside on separate non-networked work stations.
• State in the Data Protection Plan for the CMS data files (claims/assessment or Part D) that 1) these files
will not be linked to the geographic data files electronically, and 2) the CMS data files will not be used to
identify sample persons for purposes of analysis in the geographic data files.
o The CMS data files and geographic data files may not be linked electronically.
o Information from the CMS data files linked to NHATS may not be used to create a “finder file” (an
identified set of sample persons) to be used for analyses in the geographic files. For example,
persons with an inpatient stay identified from the CMS data cannot be used as the population of
interest in an analysis in the geographic file.
• State in the Data Protection Plan for the geographic linked files that 1) these files will not be linked to the
CMS data files electronically, and 2) the geographic data files will not be used to identify sample persons
for purposes of analysis in the CMS data files.
o The CMS data files and geographic data files may not be linked electronically.
o Information from the geographic data files directly or from linkages of the geographic data files to
other data files may not be used to create a “finder file” (an identified set of sample persons) to
be used for analyses in the CMS linked data files. For example, persons identified as living in
counties or states with specific characteristics (such as those states/counties in the top quartile of
the distribution of population 65 or older) cannot be used as the population of interest in an
analysis of the CMS data. (Note: see the NHATS Restricted Data Use Agreement for restrictions on
publishing or distributing results at geographic levels below Census Division.)
II.C.

Developing a Data Protection Plan for a Restricted Data Application

II.C.1. Introduction and Definitions
To receive restricted data from NHATS requires a Restricted Data Protection Plan. We require a data protection plan to
safeguard the confidentiality of NHATS data and minimize the risk that participants are identified.
NHATS restricted data must be analyzed on a non-networked workstation (stand-alone; no internet access) in a physically
secure environment (i.e. locked office) or on a secure server that has no internet connections and that is located in a
dedicated, locked, and professionally managed data center with regulated access.
Investigators collaborating at different institutions or who will hold separate copies of the data at the same institution
must apply separately and submit separate data protection plans.
This document distinguishes between restricted files stored on removable medium and those stored on a secure (nonnetworked) workstation or server:
•

Restricted files on removable medium refer to the original restricted data files provided by NHATS. A single back
up copy may be made. Both original and backup files are restricted and must be securely stored.
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•

Restricted files on the secure (non-networked) workstation include the original restricted files provided by NHATS
and any files that contain variables or fields derived from the original restricted data. Derived data include subsets
of cases or variables (or identifiers including NHATS identifiers for subsets of cases), transformations of one or
more variables, variables linked to another dataset using restricted datasets as linkage variables. These files may
not be copied to removable medium or backed up.

This document also distinguishes between potentially identifiable and non-identifiable output:
•

•

Potentially identifiable output, such as listing of cases and tables with any cell sizes of 10 or fewer cases, are
considered restricted. This output may not be removed from the physical environment where the restricted
workstation is located. Printing is strongly discouraged; if printing is necessary, procedures for preventing
unauthorized access and permanent destruction must be included in your data protection plan.
Non-identifiable output includes aggregate statistical summaries, such as tables and regression coefficients, all
cell sizes of 11 or more cases, are considered not restricted. A plan for vetting output to conform to the cell size
standard must be included.

II.C.2. Data Protection Plan Components
The data protection plan must describe the following components:
i. Overview: Provide a general description of the computing environment in which you will be managing and
analyzing the restricted data.
ii. Protection of Restricted Files on Removable Medium: Original restricted files will be sent on removable media.
You are permitted to make one backup copy of the original restricted data files. State where the original and
backup files will be physically located and how physical access to them is to be restricted, including provisions for
storage in locked cabinets. Use of these removable media for data analysis is not permitted.
iii. Protection of Restricted Files: Provide a description of how you will protect data files from unauthorized physical
and electronic access. Required elements:
a) protections related to operating system configuration – e.g. password protected login, limited read/write
permissions, password-protected screen saver
b) restricted & derivative file protections – e.g. AES encryption software & data encrypted at rest with password
protection, backup limited to program files (restricted and derivative files not backed up to removable
medium)
c) physical protection of office – e.g. limited access to secure space, steps taken to ensure workstation or server
cannot be removed from secure space
iv. Protection of Output:
a) Screen output - State how identifiable output on the screen will be protected from unauthorized access (e.g.
minimizing listing or proc print of cases to the screen; attention to positioning of screen)
b) Printed output - Provide a justification for printing cell sizes < 11 and how you will protect identifiable printouts
from unauthorized access (e.g. locking up printouts, shredding as means of disposal), and how you will vet
output to distinguish those that are not identifiable (that is, have adequate cell sizes).
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v. Statements in the data protection plan regarding data file linkages to other datasets:
a) State which other NHATS and non-NHATS datasets, if any, you intend to link to the NHATS restricted data you
are requesting. Note that:
1) Linkage between CMS linked claims/assessment files and CMS Part D linked files is permitted.
2) Linkage between the HRR files and NHATS geographic data files is permitted.
3) Linkage between the Metro-nonmetro file and NHATS geographic data files is permitted.
4) Linkage between the Metro-nonmetro file and HRR files is permitted.
5) Linkage between the HRR files and linked claims/assessment files and CMS Part D linked files is
permitted.
6) Linkage between NHATS geographic data files and CMS linked claims/assessment files or CMS Part D
linked files is NOT permitted.
7) Linkage between the Metro-nonmetro file and CMS linked claims/assessment files or CMS Part D linked
files is NOT permitted.
8) Linkage between the restricted Tracker files and linked claims/assessment files and CMS Part D linked
files is permitted.
9) Linkage between the restricted Tracker files and NHATS geographic data files is permitted.
10) Linkage between the restricted Tracker files and HRR files is permitted.
11) Linkage between the restricted Tracker files and HRR files is permitted.
b) State that the restricted data being requested will not be linked to any data files other than those listed in the
NHATS DUA approved under this application.
vi. Review of data protection plan: You must review the data protection plan with all individuals listed on the DUA.
Include a statement that you have reviewed the data plan with all individuals listed on the DUA and that you will review
the plan with any new staff (who must be added to the DUA) and annually with continuing staff.
Example Data Protection Plan (Geographic Files) on a non-networked Workstation:
i.

Overview: The following plan will be used by Dr. Green for all analyses using the NHATS restricted geographic
files. Dr. Green and her programmer Ms. Red will analyze these restricted files on a non-networked workstation
located at 400 Main Street, Hampton, MD, Room 325. The workstation is equipped with a windows 7 operating
system and statistical packages. A printer is directly connected to the workstation. There is no internet
connection.

ii. Protection of Restricted Files on Removable Medium: Original restricted files and one backup copy will be locked
in a file cabinet at the above referenced address. These removable media will not be used for restricted data
analysis. Only Dr. Green and her administrative assistant Ms. Blue have a key to the file cabinet.
iii. Protection of Restricted Files on non-networked Workstation: Dr. Green’s non-networked workstation requires
a username and strong password to login. Passwords are changed every 90 days. Dr. Green and others listed on
the data use agreement have separate logins to the workstation. Permission to read and write in the directories
where the NHATS restricted data are stored are limited to persons listed in the DUA. The screen saver is set to go
off after 15 minutes of non-activity and requires a password to regain access.
All NHATS restricted data are encrypted at rest using TRUECRYPT. Backup will be limited to program files; no
original restricted data or derivative files on the non-networked machine will be backed up.
The office where both the workstation and file cabinet are located is kept locked at all times and has been removed
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from the master key so that access is limited to Dr. Green, her administrative assistant Ms. Blue, and building
security (the latter for emergency purposes only). The system unit is secured to the desk.
iv. Protection of Output: The workstation screen is positioned away from the office door. If printing to the screen is
necessary, the office door will be shut to further ensure no unauthorized viewing.
We will not print identifiable output with listings or cell sizes <11. All output will be vetted by Dr. Green and/or
Ms. Red prior to printing. If identifiable output is unintentionally printed, we will shred such printouts prior to
disposal.
v. Linkages to other datasets: We intend to link the 2011 Geographic files to NHATS 2011 SP and 2011 OP files and
to county-level and state-level long term care data for 2008 (through 2011 when available) from the LTCFocUS.org
(Long-term care: Facts on Care in the US). Data files include acuity statistics, facility characteristics, resident
demographics, admissions, staffing, and county characteristics. NHATS restricted files will not be linked to any
data files other than those listed in the NHATS DUA approved under this application.
vi. Review of Data Protection Plan: Dr. Green has reviewed this plan with all persons listed on the DUA. She will
review this plan with any new staff and annually with all staff.
II.D. Signatures required for NHATS Restricted Data Use Applications
All Co-investigators and Research Staff who will have access to the Restricted Data must have a formal affiliation
with the Restricted Data Investigator’s Receiving institution/agency. Co-investigators who have no formal
affiliation with the Restricted Data Investigator’s institution may not have access to the Restricted Data.
Signatures for NHATS Restricted Data Use Agreement:
1) The Restricted Data Investigator and any Co-Investigators at the Restricted Data Investigator’s institution
who will have access to the restricted data or will be supervising research staff who have access are required
to sign the Restricted Data Use Agreement.
2) A representative of the Receiving Agency/Institution must sign the NHATS Restricted Data Use Agreement.
The representative who signs the Agreement must have the authority to bind the institution contractually.
Signatures for Restricted Data Supplemental Agreement with Research Staff:
1) All Research Staff with access to the Restricted Data must have a formal affiliation with the Receiving
Agency/Institution. The affiliation and job title of each should be specified in the signature blocks of the
Supplemental Agreement with Research Staff.
2) All Supplemental Agreement forms must be signed by the Restricted Data Investigator.
3) If new persons become affiliated with the research project, and are to have access to the Restricted Data, an
additional Supplemental Agreement with Research Staff must be signed by the new person, submitted to
NHATS and approved by NHATS, before the new person is given access to the Restricted Data.
III.

Uses of the Restricted Data
Restricted Data can be used only for the research and statistical purposes that are specified in the Research Plan
and only for aggregate statistical reporting.
It is not permitted for a faculty member to obtain the data for his/her own research project and then "lend" it to a
graduate student to do related dissertation research, or to a colleague for other research, even if these individuals
have signed the Supplemental Agreement with Research Staff.
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At the end of the grant or contract period specified in the Research Plan, you must either destroy, or return to
NHATS, all versions of the Restricted Data and data derived from it, regardless of the form in which it exists (tapes,
hard disk, diskettes, and other physical media). Researchers who need additional time should make a formal written
request for an extension at least 30 days prior to the expiration date, and NHATS will give prompt consideration to
such requests. However, neither the initial time period, nor any extension of it, may exceed the time period of the
grant or contract under which the data are being analyzed. In brief, you may not retain any copies of, or data derived
from, the Restricted Data after the conclusion of the contract period. NHATS reserves the right to require that data
be destroyed or returned at any time.
IV.

Sanctions for Violation of the Agreement
The NHATS Restricted Data Agreement specifies four possible sanctions against researchers who violate the terms
of the agreement:
1) Denial of all future access to NHATS Restricted Data;
2) Report of the violation to the Receiving Institution's office responsible for scientific integrity and
misconduct, with a request that sanctions be imposed under the institution's scientific integrity and
misconduct policy;
3) Report of the violation to federal research funding agencies or other funding source, with a recommendation
that all current research funds be terminated, and all future funds be denied, to the Investigator(s) and to
all other persons implicated in the violation; and
4) Such other remedies as may be available to NHATS under law.
If NHATS staff determine that there may have been a violation of the Agreement, NHATS will communicate the
allegations in writing to the Restricted Data Investigator and offer the investigator an opportunity to respond in writing.
NHATS may also, at the time the allegations are communicated, demand return and/or destruction of all copies of
Restricted Data in the possession of the Investigator(s), Research Staff, and any unauthorized persons, and certification
of the return/destruction of data by the Restricted Data Investigator. If NHATS determines that the allegations of
violations were incorrect, NHATS will return any copies of the Restricted Data to the Restricted Data Investigator under
the conditions of the original Agreement.
If NHATS determines that the allegations of violations of the Agreement were in any part correct, it will determine the
appropriate sanction. If the sanction includes notification of federal funding agencies with a recommendation to
terminate current and deny future federal research funding, NHATS will communicate its notification of violations and
recommendations to the NHATS Program Officer at the National Institute on Aging, who will in turn convey it to
appropriate officials at the NIH Office of Scientific Integrity, and other federal agencies.
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V. FORMS
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National Health and Aging Trends Study (NHATS):
Restricted Data Checklist and Order Form
Checklist for forms for Restricted Data applications
 Restricted Data Investigator form
 2 signed copies of the National Health and Aging Study (NHATS): Restricted Data Use Agreement
 Restricted Data Supplemental Agreement with Research Staff
 Copy of award letter documenting research funds and the source(s) of these funds
 Data Protection Plan
 Research Plan
 Certification of Human Subjects Review of Research Plan and Data Protection Plan (full or
expedited level for live human subjects) by Restricted Investigator institution’s Institutional Review
Board/Human Subjects Committee
 Forms for data files (geographic, CMS, HRR) being requested

Data files requested :
 CMS claims/assessment data linked to NHATS
 CMS Part D data linked to NHATS
 Geographic data linked to NHATS
 Metro-Nonmetro data linked to NHATS
 Restricted Tracker File
 Hospital Referral Region (HRR) linked to NHATS

National Health and Aging Trends Study (NHATS):
Restricted Data Investigator Form
Investigator:

NAME

SIGNATURE

NHATS REGISTRATION EMAIL ADDRESS
DATE OF SIGNATURE
PHONE CONTACT

Institution where Investigator holds appointment:
NAME
STREET ADDRESS
CITY, STATE , ZIP
LINK to WEBSITE or URL of INSTITUTION

National Health and Aging Trends Study (NHATS):
Restricted Data Use Agreement

This agreement is entered into the __________day of ______________, 20___ between the Johns Hopkins University on
behalf of the National Health and Aging Trends Study (NHATS) and the _______________________________________
(Receiving Agency) wherein ______________________________________ (Investigator) is the researcher responsible for
the projects using the NHATS restricted use files.
Whereas, the Investigator and all other persons having access to NHATS Restricted data under this agreement are bound
by the precepts of Receiving Agency’s Code of Conduct for Employees and the Privacy Act of 1974 (5 USC 552a), which
delineate the standards of conduct for individuals relating to the use of nonpublic information and the sanctions and
criminal penalties for the misuse or disclosure of such data, and
Whereas,
1. The Investigator has a permanent, faculty-level appointment at the Receiving Agency, and the Co- Investigator(s), if
any, have faculty-level appointments at the Receiving Agency.
2. All Research Staff signing Supplemental Agreement with Research Staff have a formal affiliation with the Receiving
Agency and with the research project described in the Research Plan, and will have access to Restricted Data only
under the supervision of the Investigator(s). The Supplemental Agreements with Research Staff are incorporated by
reference into this Agreement.
3. The Receiving Agency has an Institutional Review Board/Human Subjects Review Committee registered with the
Department of Health and Human Services (DHHS); and proof of the certification has been provided to NHATS.
4. A Restricted Data Protection Plan has been submitted by the investigator and approved by NHATS; the approved
Restricted Data Protection Plan is incorporated by reference into this Agreement.
5. The Investigator’s Research Plan and the Restricted Data Protection Plan approved by NHATS (and the portions of the
Research Plan approved by NHATS that deal with respondent confidentiality and data security, if any) have been
reviewed and approved by the Receiving Agency's DHHS-registered Institutional Review Board/Human Subjects
Review Committee, using the standards and procedures for live human subjects, and a certification of that approval
has been provided to NHATS. IRB approval must be at either the Full or Expedited level; access to these data does not
qualify as exempt secondary analysis.
6. The Investigator is a current recipient, as a Principal Investigator, of research funds from an agency of the United States
government, or another NHATS-approved funding source, and a copy of the award letter has been provided to NHATS.
In consideration of the NHATS providing access to an NHATS Restricted Dataset to the Investigator, the co- Investigator(s),
the Supplemental Users, and the Receiving Agency agree that:
1. "Restricted Data" under this agreement includes both the original Restricted Data files provided by NHATS, and any
variables or fields derived from them.
2. Restricted Data will be used solely for scientific and public policy statistical research, and not for any administrative
or law enforcement purpose.
3. Restricted Data will be used to generate only statistical summary information that does not permit the identification
of any individual person or family (or facility if applicable) either directly or inferentially.
4. Aggregate statistical summaries of the data and analyses (frequency tabulations, magnitude tabulations, means,
variances, regression coefficients, and correlation coefficients) are not considered to be Restricted Data. Such
information may be freely published by the Investigator and may be used for ongoing research programs approved
under this agreement.
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When producing tabulations for distribution, the following guidelines are to be employed:
• Magnitude Data: Ensure that no cells/strata with n < 11 are produced.
• Frequency Data: Apply a marginal threshold of n >= 11 and cell threshold of n >= 11 to all tabulations.
• Protecting against complementary disclosure: Additional cells may be suppressed, i.e., complementary
disclosure, to make sure the primary suppressions cannot be derived by subtraction from published marginal
totals.
5. To cite NHATS as the data source in any publications or research based upon these data. The following citation should
be included in any research reports, papers, or publications based on these data:
In text: “National Health and Aging Trends Study (NHATS) is sponsored by the National Institute on Aging (grant
number NIA U01AG32947) and was conducted by the Johns Hopkins University.”
In references: “National Health and Aging Trends Study. Produced and distributed by www.nhats.org with funding
from the National Institute on Aging (grant number NIA U01AG32947).”
6. Researchers are prohibited from publishing, or distributing in unpublished form, results that identify geographic
areas below the level of Census Division. Under certain circumstances restricted data users with access to state-level
geographic information may wish to report state-level summary information. In such cases, analysis results must be
submitted to the National Health and Aging Trends Study for review and approval. Researchers agree to remove
from presentation or publication any results identified by NHATS reviewers that identify geographic areas below the
level of Census division.
7. No attempt will be made to identify any individual person, family, or facility. If an individual person, family, or facility
is inadvertently identified, or a technique for doing so is discovered, the Investigator, Co-Investigator, or Research Staff
person who made the identification or discovery will promptly report the identification or discovery to NHATS (email:
nhatsdata@westat.com; subject line: Director of NHATS).
8. No attempt will be made to link Restricted Data with any other dataset, except as specified in the Research Plan
reviewed and approved by NHATS.
9. Use of Restricted Data provided by NHATS will be confined to the research described in the IRB-approved Research
Plan submitted to and approved by NHATS; the approved Research Plan is incorporated by reference into this
agreement.
10. Use of Restricted Data provided by NHATS will be in accordance with the Restricted Data Protection Plan submitted to
and approved by NHATS.
11. Access to Restricted Data provided by NHATS will be limited solely to the Investigator(s) who are signatories to this
agreement, and to research staff who are signatories of the Supplemental Agreement with Research Staff.
12. The NHATS Restricted Datasets are and remain the sole property of the NHATS and Johns Hopkins University. The
Investigator will not disclose them to any third party. The Receiving Agency agrees that in response to any request for
Restricted Data under the federal Freedom of Information Act, 5 U.S.C. 552, it will refuse to disclose the Restricted
Data on grounds that it is not a Receiving Agency of record subject to disclosure under that Act or is alternatively
exempt from disclosure under that Act. Receiving Agency will immediately notify NHATS and Johns Hopkins University
of any such requests.
13.The Investigator will ensure that all originals and copies of Restricted Data, on whatever media, will be either returned
to NHATS, or destroyed, within 24 months of the date that the original Restricted Data was shipped to the Investigator
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(or such other date as is specified in the approved Research Plan), or within 5 days of a written demand from NHATS;
and the Investigator will certify to NHATS that this return/destruction has occurred. Extensions to this agreement
may be granted by NHATS upon review of a written request from the Investigator, and providing all other approval
conditions remain in effect.
14. The Investigator(s) will provide annually within 30 calendar days of the anniversary of this agreement the following:
a. Project title, Investigator(s), and current contact information
b. Detail of changes or modifications in the research and/or data protection plans
a. To provide citations for any publications (and PMCIDs) from these data to NHATS (nhatsdata@westat.com;
subject line: NHATS citations).
d. Proof of current IRB approval for projects using restricted data, which must be renewed annually. Note that
only Full or Expedited IRB reviews are acceptable. Projects using restricted data do not qualify for IRB
Exemption as secondary data analysis.
e. Updated list of authorized users under this agreement. A new Supplemental Agreement with Research Staff
must be completed and signed for each new user. List should include access termination dates for those no
longer requiring access to the restricted data.
f. A description of the location(s) of the restricted data users and the data itself – including street address,
building number and office number(s).
15. The Receiving Agency represents that it has in place policies and procedures on scientific integrity and misconduct.
The Receiving Agency recognizes that certain violations of this agreement might constitute actions covered by such
policies and procedures. If the NHATS notifies the Receiving Organization's office responsible for scientific misconduct
that a violation of this agreement has occurred and alleges that the violation constitutes scientific misconduct, the
Receiving Organization will handle the allegation according to its policies and procedures applicable to scientific
integrity and misconduct.
16. The Receiving Agency agrees to allow NHATS to conduct unannounced and unscheduled inspections of the restricted
data site(s) to assess compliance with the terms of this Agreement.
17. The Representative of the Receiving Agency is a person authorized to enter into contractual agreements on behalf of
the Receiving Agency.
18. If NHATS determines that this Agreement has been violated, NHATS may:
a. prohibit any of the signatories of this Agreement, and of any Supplemental Agreements with Research Staff,
from obtaining access to any NHATS Restricted Data.
b. report the violation(s) to the Receiving Agency's office responsible for Code of Conduct on the safeguard of
confidential information, and request that sanctions be imposed on the person(s) responsible for the
violations.
c. report (directly or through the National Institute on Aging) the violation(s) to funding agencies with a
recommendation that current funding be terminated, and future funding denied, to the Investigator(s), the
Research Staff, and any other person implicated in the violation(s).
d. utilize such other remedies as may be available to it under law.
19. To the extent permitted by law, to hold harmless and indemnify NHATS and the Johns Hopkins University, its agents
and employees, for any claims of breaches of confidentiality arising out of his/her research, defined as failure to abide
by any section of this agreement or any accidental or intentional violation of privacy of any contributor to any NHATS
data resource.
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Co-Investigator

Signature/Date

Signature/Date

Typed Name

Typed Name

Title

Title

Institution

Institution

Building Address

Building Address

Street Address

Street Address

City, State, Zip

City, State, Zip

Phone

Phone

Fax

Fax

Email

Email

FOR ADDITIONAL CO-INVESTIGATORS REPRODUCE THIS PAGE. THE REQUESTING INVESTIGATOR SHOULD SIGN
WITH EACH CO-INVESTIGATOR
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RECEIVING AGENCY REPRESENTATIVE
Signature/Date
Typed Name
Title
Institution
Building Address
Street Address
Street Address
City, State, Zip
Phone
Fax
Email

NHATS REPRESENTATIVE
Signature

Date

Judith D. Kasper, Principal Investigator
National Health and Aging Trends Study
Johns Hopkins University School of Public Health
Room 641, 624 N. Broadway
Baltimore, MD 21205
Phone:
Fax:
Email:

410-614-4016
410-955-0470
jkasper1@jhu.edu

JOHNS HOPKINS UNIVERSITY REPRESENTATIVE
Signature

Date
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The undersigned Research Staff, in consideration of their use of Restricted Data from the National Health
and Aging Trends Study, agree:
A. That they have read the associated National Health and Aging Trends Study (NHATS) Restricted Data Use
Agreement.
B. That they are “Research Staff” within the meaning of the NHATS Restricted Data Use Agreement.
C. To comply fully with the terms of the Agreement.
The Investigator named in the NHATS Restricted Data Agreement agrees that the persons designated herein
are Research Staff within the meaning of the associated NHATS Restricted Data Use Agreement.
Investigator agrees to ensure that each Research Staff person signs this Supplemental Agreement.
Research Staff

NAME TYPED OR PRINTED

SIGNATURE

DATE

SIGNATURE

DATE

SIGNATURE

DATE

SIGNATURE

DATE

JOB TITLE & INSTITUTION

NAME TYPED OR PRINTED

JOB TITLE & INSTITUTION

NAME TYPED OR PRINTED

JOB TITLE & INSTITUTION

Restricted Data Investigator
NAME TYPED OR PRINTED
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Memorandum to IRB/Human Subjects Review Committees
MEMORANDUM
TO:

Institutional Review Boards/Human Subjects Review Committees

FROM: Judith D. Kasper, Principal Investigator, National Health and Aging Trends Study (NHATS)
RE:

Review of Proposals for Analysis of NHATS Restricted Data

The National Health and Aging Trends Study (NHATS) is an ongoing longitudinal study of Americans ages 65 and
older, sponsored by the National Institute on Aging (UO I AG09740). NHATS makes available to researchers both public
use datasets, available to all researchers, and restricted datasets, available only under agreement to researchers who
meet rigorous conditions. Public use datasets contain no identifying information and pose minimal risk of respondent
identification. These files are distributed via download from our website (www.nhats.org); conditions of use require
agreement by the user not to attempt to identify study participants. Restricted datasets contain information that NHATS
believes increases the potential risk of identification of study participants.
Because of the potential risk of identification of participants, we request that you review portions of proposals to
use restricted data from NHATS, and to do so using the same standards you would use for studies of live human subjects.
Although researchers using NHATS restricted datasets are conducting "secondary data analysis", the increased potential
risk for identification of NHATS study participants (who are, for NHATS, live human subjects) makes inappropriate the
usual "exemption" applied to "secondary analysis" of anonymized datasets.
We request that you review specifically the Data Protection Plan for NHATS Restricted Data, and those aspects of
the Research Plan that deal with issues of respondent confidentiality and data security, if any. NHATS has already
reviewed and approved these Plans. We ask for your review because you are better able to judge the extent to which, in
your institution's physical and computing environment, the Plans are adequate to ensure participant confidentiality and
limitation of access to the restricted data to the persons specified in the Restricted Data Use Agreement.
We are not asking that you review the entire National Health and Aging Trends Study. That review has been done
by the relevant committees at the Johns Hopkins University and the National Institute on Aging, the primary sponsor of
NHATS.
If you have any questions about the nature and scope of what we are asking, please contact:
Judith D. Kasper, Principal Investigator
National Health and Aging Trends Study
Johns Hopkins University School of Public Health
Room 641, 624 N. Broadway
Baltimore, MD 21205
Phone: 410-614-4016
Fax:
410-955-0470
Email: jkasper1@jhu.edu
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Restricted Data Investigator:
Title of Research Proposal:

As chairperson of the Institutional Review Board/Human Subjects Review Committee of the Institution specified below,
I certify that:
1. Our Institutional Review Board/Human Subjects Review Committee meets requirements established by the
Department of Health and Human Services for Multiple Project Assurances or Federal-Wide Assurances. Our
FWA number is ________________; expiration date is __________________.
2. Our Institutional Review Board/Human Subjects Review Committee has reviewed, according to its standards
and procedures for live human subjects, and approved, the Restricted Data Protection Plan (and those portions
of the Research Plan that deal with respondent confidentiality and data security, if any) submitted by the
investigator named above. We are aware that these plans were submitted and received approval from the
National Health and Aging Trends Study for research using NHATS Restricted Data prior to submission for
Institutional Review Board/Human Subjects Review Committee.
Signature

Date

Typed name
Title
Institution
Building address

Phone

Street address

Fax

City

State

Zipcode

email
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CMS NHATS Data File Request Form
Check the files that are being requested.

Geography and Provider De-identified CMS linked claims/assessment files:
 Geography and Provider De-identified CMS NHATS claims/assessment linked retrospective file
(2006/2009 to 2011)
 Geography and Provider De-identified CMS NHATS claims/assessment linked annual file: 2012
 Geography and Provider De-identified CMS NHATS claims/assessment linked annual file: 2013
 Geography and Provider De-identified CMS NHATS claims/assessment linked annual file: 2014
 Geography and Provider De-identified CMS NHATS claims/assessment linked retrospective file for
the 2015 replenishment sample (2010/2013 to 2015)
 Geography and Provider De-identified CMS NHATS claims/assessment linked annual file: 2016
 Geography and Provider De-identified CMS NHATS claims/assessment linked annual file: 2017

Geography De-Identified CMS linked claims/assessment files (with provider IDs): A

justification for obtaining these files which include provider IDs should accompany a request for these
files. The files will be made available if NHATS approves the request.
 Geography De-identified CMS NHATS claims retrospective linked file with provider IDs
 Geography De-identified CMS NHATS claims linked annual file with provider IDs: 2012
 Geography De-identified CMS NHATS claims linked annual file with provider IDs: 2013
 Geography De-identified CMS NHATS claims linked annual file with provider IDs: 2014
 Geography De-identified CMS NHATS claims/assessment linked retrospective file for the 2015
replenishment sample (2010/2013 to 2015)
 Geography De-identified CMS NHATS claims linked annual file with provider IDs: 2016
 Geography De-identified CMS NHATS claims linked annual file with provider IDs: 2017

CMS Part D Event files:
 CMS Part D event and drug characteristics linked retrospective file (2009-2011)
 CMS Part D event and drug characteristics linked annual file: 2012
 CMS Part D event and drug characteristics linked annual file: 2013
 CMS Part D event and drug characteristics linked annual file: 2014
 CMS Part D event and drug characteristics linked retrospective file for the 2015 replenishment sample (2013
to 2015)
 CMS Part D event and drug characteristics linked annual file: 2016
 CMS Part D event and drug characteristics linked annual file: 2017
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NHATS Geographic Data File Request Form
Check the files that are being requested.









Round 1 Sample Person (SP) File
Round 2 Sample Person (SP) File
Round 3 Sample Person (SP) File
Round 4 Sample Person (SP) File
Round 5 Sample Person (SP) File
Round 6 Sample Person (SP) File
Round 7 Sample Person (SP) File
Round 8 Sample Person (SP) File










Round 1 Other Person (OP) File
Round 2 Other Person (OP) File
Round 3 Other Person (OP) File
Round 4 Other Person (OP) File
Round 5 Other Person (OP) File
Round 6 Other Person (OP) File
Round 7 Other Person (OP) File
Round 8 Other Person (OP) File

National Health and Aging Trends Study (NHATS):
NHATS Metro-Nonmetro File Request Form

Check the files that are being requested.

 Rounds 1 - 8 Restricted Metro-Nonmetro File

National Health and Aging Trends Study (NHATS):
NHATS Restricted Tracker File Request Form

Check the files that are being requested.
 Rounds 1 - 8 Restricted Tracker File

National Health and Aging Trends Study (NHATS):
NHATS HRR Linked File Request Form
Check the files that are being requested.








Round 1 NHATS Hospital Referral Region (HRR) Linked File
Round 2 NHATS Hospital Referral Region (HRR) Linked File
Round 3 NHATS Hospital Referral Region (HRR) Linked File
Round 4 NHATS Hospital Referral Region (HRR) Linked File
Round 5 NHATS Hospital Referral Region (HRR) Linked File
Round 6 NHATS Hospital Referral Region (HRR) Linked File
Round 7 NHATS Hospital Referral Region (HRR) Linked File

